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1. INTRODUCTION

APPEL is the application for electronic exchangendéérmation between DG ECHO and its
partners (NGOs, International Organizations, andtddnNations Organizations). It is used
by DG ECHO partners to update data relating tortbeganisation and to manage projects
through the e-SingleForm. APPEL is also used by N®@ling to become a DG ECHO
partner to submit an application for partnershipe Tisage of APPEL is protected by a two
level system: authentication and authorisation. &bthentication system implemented for
connecting to APPEL is based on the “European Casion Authentication System”
(ECAS) which aims at facilitating the communicatibatween the European Commission
and external organisations. It allows these orgdioss to access and manage safely
different protected databases of the European Cesiom with a unique username and
password per person. The authorisation systemadlews each partner to manage its own
users regarding the access to the data and tloma@ach user can perform in APPEL.

1.1.Scope

This document provides guidelines for the creatiba user account (authentication) and the
management of user rights (authorisation) for e af APPEL.

2. APPEL AUTHENTICATION SYSTEM

2.1.Overview

The APPEL authentication system is based on ECAf® [European Commission
Authentication System.

For accessing APPEL you need an ECAS user accAanECAS user account is in fact a
username and a password (login). To create an E@&S account, you just need to have
your own email address and follow the steps desdrtellow under chapter 2.2. An ECAS
user account is always linked to an email addriesgase your email addresses changes,
you'll have to update your ECAS account accordingly

Users already having an ECAS user account, whief thight have created before to access
another European Commission information systemmatoeed to create a new one. They are
invited to step over to chapter 3.
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2.2.Create your ECAS user account

2.2.1.Go to the APPEL homepage https://webgate.ec.europa.eu/appeind click on
"Register in ECAS'

(= AP PEL - Microsoft Internet Explorer provided by European Commission

@@ - !% https:/fwebgate, training.ec, europa.eu/appel/

File Edit View Favorites Tools Help

B ] [

W |\g|APPEL ﬁ|

i - % ~ [ poge - (G Took -

stant legal notice

English
IT support | Echo FPA

Welcome to APPEL

The application for electronic exchange of information between ECHO and its partners (Mon Governmental Organizations Organisations - NGO,
International organizations organisations - 10, United Nations Organizations Organisations - UN__.

- New authentication system (RECOMMENDED)

This new authentication system is recommended for connecting to APPEL. It has to be used by all new organisations wishing to apply for the
Framework Partnership Agreement (FPA). In order to be able to connect to APPEL and use it safely, you first need to create your ECAS account by
registering yourself in ECAS. An ECAS Account is personal and not shared between several users. Each user must create its own ECAS account. An
|ECAS account consists of 3 single personal identifier (userid or email address, password) making it possible to establish a protected connection with

a wide range of Commission information systems using this same mode of authentication instead of having to create a specific identifier for each
lapplication.

11) Reaister in ECAS: if you do not vet have an ECAS username/password, vou need to register yourself as a user of the external domain of ECAS

|(link "Sign up for ECAS"), by changing the domain if necessary (see link "Change it" at the bottom of the page and select "external”). You must
|provide all the reguired information among which the most important is your own working e-mail address. This e-mail addrass should not refer to a
|functional mailbox used by several people of your organisation at the same time, but rather an email address which has personally been assigned to
:vou by vour organisation. After that, a request for confirmation of your registration will be sent to this email address by the ECAS system. You will
‘have to confirm your registration within a limited period of time which does not exceed a few minutes.

i2) Connect to APPEL: if you already have an ECAS identifier, that you either created for connecting to APPEL, or that you created for connecting to
\another European Commission information system such as PADOR, please use this identifier (username or email address/password) to connect to
|APPEL.

Reaqister in ECAS / Connect to APPEL

[#

& |ocal intranet H 100% -
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2.2.2.Check thedomain. It should beexternal. If not, change the domain by using the link
"change it' at the bottom of the connexion gcreen.

& Login page (ECAS authentication) - Microsoft Internet Explorer provided by European Commission
webgate Ye2Eeca2Eeuropa %25 V| % ‘-'? A | Google |

m— o=z
@ L htb:l\:f,f’wabgate.Ec.Europa.Eu,r’casﬂug\n?service=htb:|s%3.-'-\%2F‘}‘n¥
/
/
iy 5

|
\
! an Commission /

File Edit Wew Favdrites Tools Help

{3’ “.}'l\l' | Login page )ﬁcas authentication) ’_

Authentication Seryice

Forgot your password? :\Change Password ! Privacy Statgment ! Contact | Help

>> EUROPA > Authenticatdon Service > Login

Authentication requested by: APPEL

Exterpal (*)

\ "~ | [] Remember my username
\ |

Domain

Username or email address

Password |

Security notice

Don't vet have an ECAS
bassword?

=]
first time?

(*) Is the selected domain \correct? If not, plea gff else your username or e-mail will not be recognised.

W DIGIT:

Forgot your password? : Chynge Password : Privacy Statement : Contact

| _E- Thiz Website i= manag‘d by the European Commission's Infarmatics DG - Version 1.9.0.4236 - 15/09/2009 - 17:21 - oroc

2.2.3.Click on "Sign up for ECAS"
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2.2.4.Introduce the data that identifies you in the URegistration Form anslubmit it

= ECAS User Registration Form - Microsoft Internet Explorer provided by European Commission

g L ‘11 https:/fwebgate.ec.europa.eufaida/selfreg?locale =en V| ﬁ_| s .S | | 2o~

File Edit WView Favorites Tools Help

n a S — 5 = 3
% v | @@ Ecas User Registraton Form == v B = v [iheage - {0 Tooks -

"Eurcpean Commission

[eny] 5N Authentication Service
= -

z atement ! Contact : Eca p : Registration Helg

European Commission Authentication Service (ECES): User Registration Form

Please fill in and submit the information requested below in order to register yourself as a user of European
Commission Information Systems. The username you choose (or that will be assigned to you T you do not

choose one) may be used to login to any system that you are authorised to access and that uses the ECAS

authentication service. When you login ECAS will present you with a page whose banner is similar ta the
one on this page.

Whenever you login, if you are asked to specify your domain, you must choose "External”
Fields marked with 3 * are mandatory

Choose a username (optional): | |

First name:

E-mail:

|

Last name: | S
|
|

Re-enter your e-mail:

P tat it:
TSR Privacy statement for users registered with the European ol 1
C i =

's Identity g Service

1. What is the Identity Management Service?

The European Commission's Identity Management Service (IMS) provides a
common way for users to register or be registered for access to a number &

Ll By checking this box, you acknowledge that you have read and understood the privacy statement

Security check:

TD,{ ] dn"Ferent image

Flease type in the characters in the above image
{upper and lower case may be used interchangeably)
I

| |

[ vacy Statement ! Contact [ EcasHelp ! Registration Help D GIT"

| This Website is managed by the European Commission's Informatics DG |

Done ‘j Local intranet H100% -

If not provided, your username will be created ggart of your First name and Last name.

2.2.5.You will receive an activation email at the emaltleess you have just provided while
completing the user registration form. Follow thead instructions to finalise the activation
of your ECAS user account.

Please note that you are given a limited periotihod (currently set to 1H30) to activate your
ECAS user account. The email is sent out immedieaéier you have submitted the User
Registration Form. Depending on your internet pilevj it may happen that the activation
email is delayed before being delivered in yourlrbaix. Therefore, we recommend you
check up regularly your mailbox during one and # haur following your registration as
ECAS user.
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2.3. Activation of your ECAS user account — username/pasvord creation

2.3.1.Check the email account that you provided previpasl your personal "email" on the
ECAS user registration form (see chapter 2.2.4.)

2.3.2.Read the email with the subjectdur password/Votre mot de passeé(check your
spambox as well)

"European Commission Authentication Service”

De

R
A TN S i—
Cc
Date Tue. 29 Sep 2009 11:41:33 +0200 (MEST)
Sujet Your password / Votre mot de passe

Version francaise ci-dessous

English version

Dea .

You have been registered in ECAS, the European Commission Authentication Service.
Your user name is m—_

To create your password. click:

You have a¥Ypaximum of 90 minutes, starting from the time that this message was sent, to create your password, but you are encouraged to do so immediately if possible. After this
time. you canYpake another request by following the same link: you will then need to re-enter your username and confirm your request.

If the above link 8pes not work, you can copy the following address (make sure the complete address is copied!) and paste it into vour browser's address bar:

https://webgate ec_Agropa.eu/ecas/init/initialisePasswordLogin do?

wayf domain=extern&wayvf remember=checked&wayf submit=Select&uid=nbuchemi&resetCode=a8c1bbdf3alcd97af74fdf9e11368fc489d9cbcal15tb1b8e765f267d85781464e4
3A%2F%2Fwebgate Acceptance ec enropa en%s2Fappel?o2Findex cfim®3F action®3Dlogin_ecas%26CFID%3D45912052%26CFTOKEN%3D98090981%26sessionid%
3D10058f8cb008 1441227

Whenever vou login, please {hoose the domain "External”, not "European Commission”.

Instead of replying to this message, if you have a problem, please follow the help or contact information on the site where you were trying to register.

Sent to you by

ECAS - European Commission Auth\ptication Service

2.3.3.Click on "this link" in order to obtain your username and create password
2.3.4.Write down your username, create your passworcchekion "Submit"

2.3.5.Your ECAS user account is now activated. You caress APPEL but your user rights
still need to be defined for APPEL.

2.3.6.If your organisation is currently 8d88CHO partner, go to chapter 4to learn how to
get your APPEL user rights.

2.3.7.If your organisation isnot an ECHO partner and wants to apply to the FPA
(Framework Partnership Agreemerd, to chapter 3

2.3.8.1f you do not manage to activate your ECAS useoant in time, you will get the
following message.

>> EUROPA > Authentication Service > Password initialisation

ECAS password initialisation:

The time that has elapsed since this password reset request was confirmed exceeds the time allowed for the reset to be performed. If you

still wish to initialise or reset your password, please click here to make another request.
~ WAIA
W3C wieag 10 D GIT

 This Website is managed by the European Commission's Informatics DG - Version 1.9.0.4236 - 15/09/2009 - 17:21 -
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3. APPLY TO THE FPA - NOT ECHO PARTNERS

Your organisation isiot an ECHO partner andhas not already started to complete the
FPA questionnaire You already have an ECAS user accodfityou don't, see chapter 2).

3.1.1.Go to the APPEL homepage https://webgate.ec.europa.eu/appehnd click on
"Connect to APPEL'

1) Reqister in ECAS: if you do not yet have an ECAS username/password, you need to register yourself as a user of the external domain of ECAS
(link "Sign up for ECAS"), by changing the domain if necessary (see link "Change it" at the bottom of the page and select "external”). You must
provide all the required information among which the most important is yvour own working e-mail address. This e-mail address should not refer to a
functional mailbox used by several people of your organisation at the same time, but rather an email address which has personally been assigned to
you by your organisation. After that, a request for confirmation of your registration will be sent to this email address by the ECAS system. You will
hayg == ST reglstratlon within a limited period of time which does not exceed a few minutes.

Connect to APPELNS vou already have an ECAS identifier, that you either created for connecting to APPEL, or that you created for connecting to
wg ther European CefMmission information system such as PADOR, please use this identifier (username or emall address/password) to connect to

Reqister in ECAS / Connect to APPEL

3.1.2.Check thedomain. It should beexternal. If not, change the domain by using the link
"changeit" at the bottom of the connexion screen. (se&€p.2.

3.1.3.Enter yourECAS username/passwordnd click onSubmit

3.1.4.You are connected to APPEL, Click on the linRegister your organisation to
become candidate to the FPAand complete the registration form.

Your organisaser-re-fortmretmmetemraerres-an-EC] artner and you wish to apply to the Framework Partnership

Reagister vour organization to become candidate to the FPA

4. ACCESSAPPEL FOR ECHO PARTNERS

As an ECHO partner, you should have created an EG#e3 account. If not, please see
chapter 2.

4.1.Connect to APPEL

Your organisation is signatory of the FPA. You attg have an ECAS username and
password

4.1.1.Go to the APPEL homepage Hitps://webgate.ec.europa.eu/appand click on
"Connect to APPEL"

1) Register in ECAS: if you do not yet have an ECAS username/password, you need to register yourself as a user of the external domain of ECAS

(link "Sign up for ECAS"), by changing the domain if necessary (see link "Change it" at the bottom of the page and select "external™). You must

provide all the required information among which the most important is your own working e-mail address. This e-mail address should not refer to a

func:t\ona\ mailbox used by several people of your organisation at the same time, but rather an email address which has personally been a55|gned to
e =

Register in ECAS / Connect to APPEL

APPEL user account and user rights management - Page 8
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4.1.2.Check thedomain. It should beexternal. If not, change the domain by using the link
"changeit" at the bottom of the connexion screen.

Domain External (*)

Username or email address | [[] remember my username

Password |

I:‘ Warn me each time an application asks for my identity

I:‘ Wiew my ECAS account details after logging me in

Sign Up for  Hawving problems registering or logging in for the Don't vet have an ECAS
ECAS first time?

password?

(*) Is the selected demain correct? If not, pn'ear else your username er e-mail will not be recegnised.

4.1.3.Enter your ECAS username/password and click on 8ubm

4.1.4.1f you already have been granted user rights foPBP by your organisation's user
rights administrator, you will immediately have ass to the APPEL menu according to
these user rights.

4.1.5.1f the user rights administratdor your organisation did not already grant yowryo

user rights,you first need to request their activation for ARPin order to be allowed to
enter/consult data. (see chapter 4.2)

:1: Intranet Echo ::: portant legal notice
http://www.cc.cec/dgintranet/echo/index_fr.htm

(o
1 :
] sy ey

Welcome Michel BUCHER

‘Your organisation is for the time being not an ECHO partner and you wish to apply to the Framewark Partnership Agreement:
Reaqister vour organization to become candidate to the FPA

‘Your organisation is already an ECHO partner. In addition to vour ECAS account, you need some user rights to be allowed to consult and modify your
organisation's data. To ask for activation of your APPEL user rights, please click on the fallowing link:

Request for APPEL user rights

Following your user rights activation request, the user rights administrator for your organization will be electronically informed of your request. He will
keep you informed as soon as your user rights will be activated.

4.1.6.1f you already requested for APPEL user rights ymur user rights administrator did
not yet validate your user rights, you will get fodowing screen where you can see that you
have requested for user rights for the listed degdion(s).

(D)

Y - L o |t [ 5

Lnygnon

Welcome NiEE———

Your organisation is for the time being not an ECHO partner and you wish to apply to the Framework Partnership Agreement:
Register vour organization to become candidate to the FPA

Your organisation is already an ECHO partner. In addition to your ECAS account, you need some user rights to be allowed to consult
and modify your organisation's data. To ask for activation of your APPEL user rights, please click on the following link:

Request for APPEL user rights

Following your user rights activation request, the user rights administrator for your organization will be electronically informed of your
request. He will keep you informed as soon as vo ] i i

You have requested the activation of your user rights for the following organisations. You will receive an information email as soon
vour user rights will have been activated:
UNITED NATIONS - ieinieieseiiieniiiein i

APPEL user account and user rights management - Page 9
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4.2. Request for APPEL user rights

Your orggnisation aady a0 ECHO partner. In addition to your ECAS account, you need some user rights to be allowed to consult and maodify your
erfd=nisation's data. To ask for activation Ofyewg APPEL user rights, please dick on the following link:
Reguest for APPEL user rights

Following your user rights activation request, the#er rights administrator for your organization will be electronically informed of your request. He will
el nformed as soon as you SLi will be activated.

4.2.1.Click on "Request for APPEL user rights".

4.2.2. Choose a search criterion. If you search by Osgdinn's name, enter your

organisation's full name or part of the name aick@n "Request. You can select another
search criterion in the dropdown list "Search by".

portant legal notice
(¥ ~ English |+
L |

XPAPE=4)

L ] home > Request for Appel user right= E

Request for Appel user rights

Search by: 4

Organization's name: | |

4.2.3.Confirm your choice.

v EL)

K{APPE ),

w] home > Request for Appel user rights
I

You have requested login activation for

If this is the organization yvou are looking for, then please confirm.
If not then go back and try again.

Please indicate if you will act as the user rights administrator: yes O MNo &

If you will act as user rights administrator foruyamrganisation, please check "yes". The user
rights administrator is responsible for managing tiser rights of the organisation's staff:
creation, modification and deletion. DG ECHO isclmarge of the management of the User

Rights Administrators for all partners, based orideded documents provided by the
partners.

In order for ECHO to activate your access as Usght® Administrator, your organisation
will have to provide DG ECHO with the following daments:

e A declaration related to the User Rights Admirigir(s) signed by the legal

representative of the organisation and by the Bsghts Administrators, authorising
DG ECHO to create or delete usernames with thes rol

« A Charter establishing the rights and obligatiofhshe APPEL Users signed by each
of the User Rights Administrators to be created.

The User Rights Administrator will be informed thgh an email on the receipt of his/her
charter and on the activation of his/her user sght

APPEL user account and user rights management - Page 10
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5. MANAGING USER RIGHTS FOR YOUR ORGANISATION

Each organisation is responsible for the managewnfdta own staff user rights. This is done
by a limited set of persons nominated by ECHO lfiat &ctivity after being proposed by their
organisation. They are known as APPEL user rigtitsimistrators.

As such, they will have access to an additionatfiemality through the "Manage user rights"
hyperlink.

s

\ English v
IAPPELY

E-raquest | Agresment | Dovnloads | F2

Via this page you can update at any time your organisation's data when changes occur. ECHO relies on your collaboration for keeping its database up-to-
date. The database is the official source of information for praducing grant agreements. Failing to update this information might result in the production of
grant agreements and payments of EC contributions being delayed.

Edit vour organisation's data

In this section you will find the link to print out the questionnaire you have validated.
Print the Questionnaire

NB: Vous pouvez acceéder le questionnaire en frangais en sélectionnant la langue en haut de |a page

Manage user rights,

The user rights administrator has two ways for rgamtauser rights. Either he/she waits until
a user requests some user rights for using APPEhefshe gives proactively user rights to
some staff members of the organisation.

5.1.Manage received requests for user rights

5.1.1.You received an email with subjeippel — New user rights requesglling that Mr
X has asked for APPEL user right®nnectto APPEL anctlick on "Manage user rights

5.1.2.Check for the name of the person (here Paul-empanuel

e

E-request | Agreement | Downloads | [El

Manage User Rights for MEDECINS SANS FRONTIERES (F)

User Name Administrative Reader Encoder Sender
I A\ UL -EMANUEL ] O O O
. =,

Miche! i 4] ot =
Miche! ue— ] O O O

5.1.3.If you allow the requester the use of APPEL, chiek appropriate roles among the
following ones (you can check more than one):

e The Administrative role is needed to be authorized to modify the orgaioisst
administrative data. With the administrative rgley cannot manage E-SingleForms.

* The reader role only allows the user to consult information in ARP The user
cannot encode, modify or send data to ECHO. lbssible to consult E-SingleForms.

» The Encoder role grants the right to encode or modify E-SingleForm&PPEL in
addition to the consultation of all available infation.

APPEL user account and user rights management - Page 11
Document Version 1.000 dated 11/03/2010



The Sender role makes it possible to send E-SingleForms to ECH@Isb includes
the same capability as the Encoder role.

5.1.4.Save the data, an email will be automatically senhe requester informing him of the
outcome of his request.

5.1.5.1f you refuse the requestlick on "Reject in front of the name. You are asked to give
a justification for the refusal. An email will infim the requester of your decision.

l" APF Y A

™ > Manage wser rights > Reject user

Reject User

User Name: Mg ] -EMANUEL
User e-mail: n— omail.com

A mail will be sent to inform the user about the reason of rejection. Please fill in the reason of rejection:

F

5.1.6.Click onRejectto send the email.

5.2.Create a user

5.2.1.You want to grant user rights to someone in yoganisation who did not yet make a
request for user rightlick on here

If yvou want to give rights to someone who is not yet in the system please c create first the user.

5.2.2.Completethe three fields bellow,

Vi APPE! v

g

E-request | Agresment | Dovmloads |

w

Create new user

Email Address: = ‘

You need to know the email address of that person.

Make sure the email address is valid, belongs to that uselr that the user will use this
email address to create his ECAS user account.

APPEL user account and user rights management -
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5.2.3.Click onCREATE

5.2.4.Check the appropriate role for that person (see 5.T.Bat person will be informed by
email that she was granted new user rights for APPE

6. TROUBLESHOUTING

‘European Commission
Authentication Service

Forgot your password?  Change Passwored | Privacy Statement | C

>> EUROPA > Authentication Service > Login

Authentication requested by: APPEL

_
This site is authorised to reques

Domain External (*)

Username or email address |

| [ rRemember my username

Password |

[[] warn me each time an application asks for my identity

[] View my ECAS account details after logging me i

E Sign Up for

ECAS

Security notice

aving problems registering or logaing in for the
first time?

Don't vet have an ECAS
password?

(*) Is the selectad domain corract? If not, plaase change it - or else your usermame or e-mail will not be racognised.

Forgot your password? | Change

| Change Password | Privacy Statement | Contact | Help wiidets DIGIT:. D e
| ('m‘rhis Website i= managed by the European Commission's Informatics DG - Version 1.5.1.1.4538 - 25/01/2010 - 14:30 - =sing: 25 milliseconds

In case youorgot your password, did not activate your ECAS user account in timeor
never received the ECAS confirmation emajl please follow the link "Having problems
registering or logging in for the first tifhand follow the instructions.
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~ European Commission
Authentication Service

Forgot your password? ! Change Password [ Privacy Statement | Contact [ Help

»>> EUROPA > Authentication Service > Help for external users

Don't know how to register for an ECAS account?
If the Commission site you are trying to access iz available to users who have registered their own accounts, a link "Sign up for ECAS" will appear on the login
page below the login and password fields. It only appears if the External domain is selected.

Forgotten your password?
We can send you by e-mail a link allowing you to reset vour password.

You tried to register with ECAS but did not receive an e-mail?

You may have mistyped vour e-mail address. If this is the case, yvour only option is to register again. If you typed vour e-mail address correctly, please follow this
link to reset your password. Please make sure that the mail was not incorrectly identified as spam or junk mail. You should check your junk/spam mail folder, if
vou have one, to see if the mail is there. Your organisation's e-mail service may have prevented the mail from reaching you - please contact your mail
administrator if wou think this may be the case.

You registered successfully but did not complete the initialisation process in time?
We can send you another e-mail to allow you to trv again.

You registered successfully but the link to allow you to complete the initialisation process did not work?
We can zend vou the link again, but please make sure that the link you click on is not split across lines by your e-mail application or that you copy the entire link
into the address box of your browser.

You've forgotten your username?
When logging in, you can use your e-mail address instead of your username. Once you have logged in you can find out vour details by following this link.

You get an error "Incorrect username or password supplied for the selected domain"?

Thi=s may be due to mistyping or cne of the reasons mentioned above. It could also be caused by selecting the wrong domain: unless you are a user in one of the
categories or organisations mentioned in the list of domaing, your domain will be "External”. Pleaze malke sure that this iz the domain shown on the login page
above the Username box. There is a link on the login page allowing you to change it.

If none of the above solves your problem, please follow the Contact link in the page header or footer to obtain further assistance.

Return to the login pags

your password?

Contact : Help E§ EI D GI I : top

| mThIS Website iz managed by the European Commission's Informatics DG - Version 1.9.1.1.4938 - 29/01/2010 - 14:30 - =

wge Password | Privacy

Remember that the selected domain for accessing APP  EL should
always be "EXTERNAL"

In case nothing helps, please contact our IT Suppor t:

/= AP PEL - Microsoft Internet Explorer provided by European Commission

6@ |_| https:/fwebgate. training.ec. europa.eufappelf

View Favorites Touls Help

W |\g|APPEL

Welcome to APPEL

The application for electronic exchange of information between ECHO and its partners (Mon Governmental Organizations Organisations - NGO,
International organizations organisations - 10, United Nations Organizations Organisations - UN_J. [...]

- New authentication system (RECOMMENDED)

This new authentication system is recommended for connecting to APPEL. It has to be used by all new organisations wishing to apply for the
Framework Partnership Agreement (FPA). In order to be able to connect to APPEL and use it safely, you first need to create your ECAS account by
rregistering yourself in ECAS. An ECAS Account is personal and not shared between several users. Each user must create its own ECAS account. An
|ECAS account consists of a single personal identifier (userid or email address, password) making it possible to establish a protected connection with
|a wide range of Commission information systems using this same mode of authentication instead of having to create a specific identifier for each
lapplication.
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